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1. BERIE
1.1 Z& B 3RI1ER

BB 2 A A RVFENLES IS T R 7K, T 48 shfE p et 17X
FORIE, 28 BOOTROM 7685 7 85 5 S e | e AT EARER B M. )8 &4 )5 3
i, BOOTROM £ 46 # IN#Ek 250 i RAM FH IS8 — M AT AR, LARA i 12 AR 1) 2 4
(RSA2048 PKCS1-vl 5iAiE). R 2 aen, BARTFHATHERIIEY L, X
FER] LA ST — > M BOOTROM I ] R85 () 5245 AR AR i i

A RIL A L% P 2 GRAEAS L PR TR 5Kk, F P ] DL S5 SR P B AR 247 %
FRIN% (AES-GCM), 1fii BOOTROM 1 DAASE HAH [F] () 3% S0 N i 1) 8 450847 50 B 1 56
TIE DA S I FEARAT o« DDAV 2% 18 FH 1) 2% BH 7 22 )se s 1) EFUSE 1) 0 Hbhik, %% 80 N 25 Bk
T AR B AR AN GE T i)

1.2 B4

64KB [/ E51 5 ROM, f# T4 %3 - SRAM 1, 3¢ LL T Y)Re:
* XFHHH RSASSA-PKCS1-vl 5 2L 50AIES 2048 i A%H (2048 (it &, 32 fiig
O AT 5 R EARLIE
* 3 ¥F Root of Trust key HIf# A, J8id ELH RoT AWM A5 {E A1 EFUSE {& 17 1
TG —BORKAE AR HE T .
« S AES- GCM #4514 .
o R A5 54
- RSA-2048 %4 5if% .
- AES-GCM (128 8% 256 fir) %515
- IEEHELEGNEEEA G HNERR .

1.3 B 3hiRtE

Fi £ ROM I A7 4# 24 5] S AU . SRR ITHLECE R I, A2 $hAT 91 S nacke
FeAts . SR shimAE K AR B2

1. W e ShIEE B B EUR 341 A & R BB Sh(FE LA 1.1).

2. BENEAZENFRNTERLE1.2).
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Hardware Init
(wdt,timer,uart,nvic...)

OFORCE is 0 &3
PARA[31:24] == 0x532

Set ISOFORCE 1

NO
Secure module init
(efuse, spacc, pka)

EFUSE bootcfg
parity check ok?

Fastboot image
CRC Check OK?

RTC WDT
OFF
Xmodem set
new value

Run Fastboot image

FAST BOOT

secureboot is 1?

disable jtag

static u32 delay_val[16] =

0, 10, 20, 50, 100, 200, 500, 1000,
2000, 5000, 10000, 20000, 50000,
100000, 200000, 500000

h

enable jtag

mediadelay > 0

udelay
delay_val[mediadelay]

switch (bootsrc)

case 0 case 1 case 2

boot from pins boot from spinor

boot from spinand

boot from emmc

NEE

boot fail

bootsrc I= pins ||
bootsel >= spinor

while(1)

switch (ispmode)

case 0 case 1 case 2 case 3

boot from usb host boot from usb device
while(1)

1.1 JAshiR e
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secureboot is 1?7

read image header

famge header
crc check ok?

ode crc
check ok?

launch app

‘ set pll, clk...

boot type is auth?

boot type

read image key
is encrypt?

ertificate verity ok?

read code

image verity ok?

read code

signed image?

read image Key
ertificate

ede and cert a&

age heade
gcm decrypt ok?2.

gmac auth ok?

ode aes-gci

decrypt ok? ertificate verity ok?

image verity ok?

enable jtag
launch app
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K 1.2 waRER 24 E sl

1.3.1 RSA &4 \IE

USAE IR 1 AV 1 5 0 AR B AR 1 RSA 2544 . T B AR BB G S i SRk B 17 2%
42 Imgk FAHSTEFE PT84, Imgk AHNESE “BBEHIER” Lrb . Z89IE
FiA Groxilid Rotk FAHBT A4, 2244 5 R ORAFAEVE 55 - GIER R e LK 1.1)

BB SR, Rotk AAMAH BT efuse. JA BRI Y Je o HEHIE B
1) Rotk AHMGAAE, ZJ5 1 efuse CRAFMVE AT AT LL, X HE—BUS M HZ A RINE R FHIE
FE ik, VIEEER M HIES AR Ingk AHRINERFERBE M. GEHRES %R
1.2)

Rotk %A R B, SCELB IR D66, BT EFUSE K/NRR#H|, HAESCRRIUKESR, 4>
A% R CID {H 0x01,0x03,0x07,0x0f. a5 be S IR 5T () Rotk 2381 G 75 (B be 5% 2] efuse Xf
L&, JABh 2R CID M{E L efuse XA BRI E Ay (B KA1 % B E 5 LI 1) Rotk A8
THEAR B [R5 75 (B AT LR

Offset |Size in bytes [Symbol Description

0x00 1 Version 0x02

CID field should be set the following 5 possible values
0x01 1| Certificate Identifier(CI1D) only: 0x00, 0x01, 0x03, 0x07, OxOF. This field should
match bits[7:4] of EFUSE word 59.

0x02 (2 Marker 0x4D43

256-byte key modules followed by 4-byte exponent of the
public key. Little-endian.

256-byte key modules followed by 4-byte exponent of the
public key. Little-endian.

0x04 |260 Image public key

108 260 ool of Triet public ey Note: SHA-256 (256-bit) hash little-endian of RoT public
key is stored in EFUSE word 8~15.
0x20c |256 Image Key Certificate signature |RSASSA-PKCS1-v1_5 signature of Image Key certificate.

% 1.1 Image key certificate &
1.3.2 AES-GCM fR

T H A B AR SO an S 5 T 02 S 2 A A% kA5 B AR P IR SC AR AT n 2
BRG], ZEHS T efuse 0 Hulk (Z B SN N YA B, HADAH I A 2)1%
EE) . BB 2 e H Sk E B GMAC B R A G N2 5 B3R (L3R 1.2)1) Header TAG
HEATXFEE, X B — 25 48 A N5 B 3 B Y Tmage TV AR 25 FE 5 J5 S04 I EL I R R 7 1)
TAG 1H & A4 1% T ) Image TAG — (B 3T FEVE LI 1.2).
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Offset |Size in bytes |[Symbol Description

Image Initialization Vector (V).
0x00 |16 Image IV A 128-bit user defined value used as initialization vector for AES128-
GCM image decryption and tag verification.

IAES-GCM Authentication tag of the encrypted image.
Galois/Counter Mode (GCM) is a block cipher mode of operation that
0x10 |16 Image TAG uses universal hashing over a binary Galois field to provide
authenticated encryption.

\iAuthentication tag is computed for encrypted code area.

Initialization Vector (1V).
0x20 |16 Header IV A 128-bit user defined value used as initialization vector for AES128-
GCM header tag verification.

GMAC of the image header (0x0 — 0xF0) without this field.

The 128-bit secret key programmed in EFUSE word 0~7 and Header IV
in the header are used for computing the GMAC of header.

GMAC is calculated using AES-GCM encrypt method. Only image
header (excluding this field) is provided as ‘Additional Authentication
Data (AAD)" and plain text input as empty buffer.

Header_tag= AES_GCM(Key = EFUSE_Key, Plain_text = 0, AAD = image[0 = OxEF], IV =
Header_IV),

0x30 |16 Header TAG

%% 1.2 Encrypt Info &

1.4 851845 Fi(Image Layout)

T H &N SR A g B R 1.3, HA Image Header G5 BB E . F27 K/,
AL BEFELR, ZERMEGEER, G —ET E B % G AR GRS 7 inE),
WRIER 7L WTE 2 G2 HUE LB AT A B r 28 2 0 .

Image header(192 bytes)

Encrypt Info(64 bytes)
(no encypt image all data is 0xff)

APP Code

Image Key Certification(780 bytes)
{only signed image)

Signature(256 bytes)
(only signed image)

% 1.3 Image Layout &

2. EFRIRER

T e A ImgerGUI HV160 T B 32 MCU £ fff] amt630hv160.bin #% image.bin, £iili
preheader 1 4f amt630hv160.bin Bl S, W EAFiHIMEEAL, H H i EMMC & PLL
Config it & PLL W& CHERIME, AEBBSENMED « RERAAM LSRR GREE
wWEE2.1D
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preheader SFI Config EMMC & PLL Config

IEEER I
ARG ST

B /v160/ amt630hy 160 cn/Debug/Exa/ ant630hv 160, bin b
20

EABARER 2 3 FTHCRCRER

load addvess: 0x104000 B neigmeties crc [ osPT AR

Lo
SPI fRR

spi_clk_freq: 12000000 Ziﬁﬁgﬁﬁgtjﬁﬁﬁ pi_x mmlﬁdﬁrmulm@g €. bl n

preheader SPT Config EMAC & PLL Config

oo (FREER

anmc_clk_fraq; 24000000 dev delay; D O clkdevdiv
emmc_bus_width: 1 sample delay: 0 I clk div
HETEAREE

akbpll_reg: 000007803 epupll_reg:  Dx08205403

busefe reg 0x18 pll_on delay: 0

pll_off delay: O shze_sro: 1

ehze_div: 1 sfuse_delay: 0

K 2.1 4% image.bin MK
WA AM% 2 spinor B spinand 7 2 PY 45, I 75 2 Sty QSPI ¥ & Ff s 7 SPI
Config FEATAHMECE (& 2.2 R FEA DL dr & 7 o M ECED o 5 4M 75 2 bootrom
XCHF norflash P25 205 20 ()75 75 2 flash A< & QE fr 2 Ae i, RIANTR L4514 e B At T A
BRI L a4 .

prehesder  SPT Config P & PLL Confiz

sfERRTE
£/ B0/ G001 60 20k 730l 1 072 I 24 LU L7 st 30| 60 sl D i B fin bSO B b .
FERAREE
load_address! Dx104000 B st cre @ asPT ERE
TRiRAEZEAY st mor ¥ BRI
opT {=E3
rcs \ —_—
. Mode3s D 1 2 3 4 5 8 7 8 9 10 11 12 13 4 15 W 17 8 19 W 21 2 B
CLK Mode 0
| (EBh) | r2sie | atss a0 | wro | Dummy | oummy /—v:am%"u:l"

m 200000 aa 0’0 0'c’am
& EXDXEX XX 0000 an
e OEEOOE 00 0.0 am

{ Bylet | Bye2 | Byes

TTTTTTTI

preheader  SPI Comfig  EMMC & PLL Config
oSl (ZEMEE

an_freg instruction: 0xEB
ins lines 1 addr lines: 4
dunay_cveles: 6 data lines: 4

K 2.2 QSPI i A Hl & K
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R AN TS B2 4 5 B 1R BT 201% image.bin SCH-RITT,

AR AENE GRAREERE 2.10) .

AR N L &, F genrandom A B iv.bin. Byte Count % A\ 24 47 55 7
genrandom and save PRAF4 TN iv.bin UM, B A& H 3% A geniv and save A2 lE i 1 24
fi7 iv.bin L1

PR AERTFR RSA2048 N % %5H, H genrsakey 42 i imgk.pem I rotk.pem 3L .
Key Exponent value — ik RN 3.

BB =DM R T R B ASE H SCEAE BOGT BE IRA B B, $EE imgk.pem X R AL EH SC
fF (FVHE O -

VYDA SRR N2 BE AL 2 4H , Key Byte Count 1] PLIE R 16 B A& 32 £, 4= il aeskey.bin
F aeskey.c LA, HA aeskey.c SO A B ZH B bE % B efuse T, 75 E # # MCU L2 main.c
HHP) aeskey 4 .

= aeskey. o6 Z_aeskey cehfaeckey g

1 static u32 aeskey[f] = {

}i
¥ mainchfaeskeyEA
static u32 aeskey[8] = {
@x54376cch, Bxad@Baas9, Bxdb82Sb6b, 8x@F219451,
@x620c53c4, @xc62378cd, Bx3dd1bdel, Bxd9be2dsl,
K 2.3 aeskey H4H
5 A A 45 2 AR 25 B SO A B AR SO AR O B ImageKeyCert 5 148 9 2%, H
rotk.pem Al imgk.pem SCA4AE Y cert.bins
BN E T8 AR B BH SR A 0T B A BH SR LR N BRI RG A B SO,
genrotkpub, EFE rotk.pem (A, I Hi%F rotkpub.pem Fl rotkpub.hash EAF T EE1F, M
2B A3 2 1) rotkpub.hash 75 Z 4% F efuse 1, BT DA FE Z & #edi MCU T F2M rotk_hash0 %4 .

= rotkpub_hash ¢E3 ]

/)’ == ; 3
1 b:atic u32 rotkpub_haﬁh fi = i l = -

| X2CE > L, & & - 3y

};

main.cP R EWEIRAVEE

static u32 rotk_hash@[8] = {
@x9acdeB878, Oxec/@7987, Oxle
exl4

delf/, Oxeae939%el,
@x7e7cf66b, @xdce3bddf, a7

f5, B8xelfdl97b,

K 2.4 rotkpub_hash %4,
A N B4 5 encimage Y5l aeskey.bin, iv.bin, image.bin ZER¥ image enc.bin 3
G
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| encimage sig:nimage gem’ot](pub
Enc key fila: E:/v160/s1zn eep/IngorGUT_HY160_¥1 4/aeskey. bin EBrowse
{ IV file: E: /v160/ =iz eopfiv. bin Erowse
{ Save output
| File to enc: E:/v160/sign ecp/image. bin Browse
[}
Image key file: Browse

Kl 2.5 U2 &8 A
BB G454, sl signimage ¥R cert.bin, imgk.pem, image enc.bin 5
aeskey.bin 4 i¥, image enc_sign.bin 3.

encinage signimage genrotlkpub
cert file: [c:/Users/sdninistrator/Desktop/cert. bin || Browse
Inage key file: |C:/Usersfﬁdministrator)’Desktop/imgk. pem | Browse
Save output
File to sign: |C fsers/administrator/Desktop/inage_enc. bin Erovse

Enc key file: |C fUsers/adninistrater/Desktop/aeskey. bin f E‘E! fﬁgggﬁ{%y

Kl 2.6 Jehn% a4 MEig &
TR R 2 4 G AE b T R SRR B 25 LD AN SR ) OB hnT B, #i i signimage ¥ cert.bin,
imgk.pem, image.bin 42 f% image sign.bin 3 ff.

encimage slgnimage genrotkpub
cert file: E:/v160/sign ecp/cert. bin Browse
Image key file: E:/v160/sign ecp/imgk. pem Browse
Save output
File to sign: E:/rl60/=ign ecp/image. bin Browse
Enc kev file: Browse

K 2.7 NEATRE
IR R JE N g, 4G 5 signimage ¥R 1 cert.bin, imgk.pem, image.bin 4
A% image_sign.bin 3CF, i s5i encimage ¥ aeskey.bin, iv.bin, image sign.bin 5 imgk.pem
AE Y image_sign_enc.bin 3CA.
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encimage signimage zenrotkpub
Brnc key file: |C:/Users/Adninistrator/Desktop/asskey.hin || Browse
IV file: |c:/Users/Adninistrator/Desktop/iv. bin | Browse
Save output
File to enc: |C:stersfAdministratorfDesktop/image_sign.bin | Erowse
Inage key file:|C:stersfﬁdministratorfDesktop/imgk.pem | Browse

K 2.8 S A R InE R HA K
A SR A A 5 F 136 D) 81 2 -0 RV AT

A 58 B T B S MUY, EFUSE SECURE BOOT TYPE AUTH &R EE1E 1Y
I E%4 T 2, EFUSE_ SECURE BOOT TYPE ENCRYPT F/sAW N5 8k %5 44 o Fihn 2%
(1T image header HIHI [ image type KX 7).

EFUSE_SetFieldValue(EFUSE_SECURE_BOOT_TYPE, EFUSE_SECURE_BOOT_TYPE_AUTH | EFUSE SECURE_BOOT_TYPE_ENCRYPT);
EFUSE_WriteBootcfgParity();

sendi wERERGNTHHEESAZ
if (UPDATE CheckApp()) { EFUSE_SECURE BOOT TYPE

printf("UPDATE_CheckApp okin");
UPDATE_SetAppValid() ;|
return @;

K 2.9 4515 N2 44 5 N\ EFUSE_SCURUCE_BOOT_TYPE

1 PR RSANEESA 3 SRR AORASH S
591\1’31'\&“ gem’sakey genimgkpri genae skeg .

gerrandem and save geniw m?%maaSkEY%%ﬁ%Dgﬂﬁiggﬁéﬂ
1. AR EIE 24 FEN A
gencert genburnimage

Inpu&mage file: Browse

ﬂash_erﬁeﬁﬁzcert-blﬂ [J Is SPT Wand pagesize; 2045 pagespblock: &4 Save sutput

Byte Count: 12

encimage cignimage  genrothkp

"~= ¢ £rotk.hash0%a

== 3 o
Enc key £11?$ﬁ{%ﬂn?ﬁ‘ o Browse
SiREETS
IV file: Browse
Save output
File to enc: Browse
Inage key file: Browse

K210 HBELemEESELRER
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